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ANUADINITVBITZUL (System Requirements)

Windows
e OS: Windows 10 32 and 64-bit, Windows 8, 8.1, 32 and 64-bit , Windows 7 32 and 64-bit , Windows Vista 32 and
64-bit , Windows XP 32 and 64-bit , Windows XP Embedded
Mac
e OS: Mac OS X 10.7 (Lion) , Mac OS X 10.8 (Mountain Lion) , OS X 10.9 (Mavericks) , OS X 10.10 (Yosemite)
,0S X 10.11 (EI Capitan) , macOS 10.12 (Sierra) , macOS 10.13 (High Sierra) , macOS 10.14 (Mojave) , macOS
10.15 (Catalina)
Windows Servers
e OS : Windows Server 2012 R2 Standard , R2 Essentials , Windows Server 2008 R2 Foundation , Standard ,
Enterprise , Windows Server 2003 Standard , Enterprise 32 and 64-bit (must support SHA-2) , Windows Small
Business Server 2008 , 2011 , 2012 , Windows Server 2003 R2 for Embedded Systems , Windows Embedded
Standard 2009 SP2 , Windows XP Embedded SP1 , Embedded Standard 2009 SP3 , Windows Embedded for POS
Version 1.0 , Windows Server 2016 Standard, Enterprise and Datacentre , Windows Server 2019 Standard Server
with Desktop Experience , Windows Server 2019 Datacenter Server with Desktop Experience
VM Platforms
e  OS: VMware vSphere 5.5 and older (ESX/ESXi 5.5 and older) , Workstation 9.0 and older, Server 2.0 and older ,
Citrix XenDesktop 5 , XenServer 5.6 and older , XenApp 6.5 and older , Microsoft Hyper-V Server 2016 ,
Microsoft Hyper-V Server 2012 , 2012 R2 , Microsoft Hyper-V Server 2008 , 2008 R2 , Virtual Box
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Scan History Blocked URLs

SecurEA ﬂyWh er e K59 view all threats seen on this endpoint

Scan Star ~ Status Scan Type
Back To Sites Hiri 14 | Apr 10th 2020, 17215 & Clean Ueep Scan
15 Apr 10th 2020, 17:14 9 Threats detected - View Deep Scan
y g 16 Apr 10th 2020, 16:49 @ Clean Post Cleanup Scan

Status || Policies | Group Management | R 17 Apr 10th 2020, 16:34 @ Threats detected - View Deep Scan
v 12 Apr 10th 2020, 12:28 @ Clean Deep Scan
[ Status 1BUI Cofsole o 10t 2020 11:13 % Clean Deep Scan

Alert Threat Alert - opt39 / 39-NB

Webroot <noreply@webrootanywhere.coms=
1 Endpaint needs attention 4/10/2020 521 PM

To: it@optimus.co.th

We recommend yvou check whether this
endpoint has automatic remediation An endpoint has recently encountered a threat:

enabled on the assigned policy.
Host IP: 58.8.148 160 (192.168.52.1) E
Hostname: 39-NB

Group Name: Staff
Policy Name: Unmanaged

- 811
Current User: opt39 \7 kg
Ml

Threat List:
COPYCONFIG.EXE, W32.Trojan.Gen, %cache®%\new folder\, https://snup.webroctcloudav.com/SkyStoreFileUploader/upload.aspx?
MD5=D078C8ACH646A%0072A08B26C0TFEDGC DO7ECBACE646A90072A08B26C01FEDGC, 40 mins 4 secs

WEBROOT DISCLAIMER: This email was generated from a customizable email template which was created by
product@optimus.co.th. Webroot Inc. is not responsible for the contents of this email.

Click this link to visit the Webroot SecureAnywhere console to view further details: https://my.webrootanywhere.com/default.aspx?
LIC=8474ENTPAOEDEFDF48F8

Click this link to unsubscribe from this email: hittps://mypcsecurity.webrootanywhere.com/unsubscribe.aspx?
T=A&M=1104352997&GID=f2567{13-673e-462f-aad2-f672264fb b-lG&UEM it@optimus.co.th
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1 ‘ Scan & Shields Quarantine Block/Allow Files Whitelisted Scripts
Quarantine
View and manage threats detected by SecureAnywhere,

Removed Threat Date

B prov.exe in C:\Users\opt39, INTERNAL -OPT\Downloads Mon 10-06-2019 09:47
B prov (1).exe in C:\sers\opt39.INTERNAL-OPT \Downloads Mon 10-06-2019 09:47

B 418A073AA38C3475 in HKLM\SOFTWARE Microsoft\Windows NT\CurrentVersion\Notif...\Data  Mon 10-06-2019 09:47
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MNew File Endpoint

Monitored pseudo execution on local machine.

Analyze categories of behaviors

Behavioral Analysis

Block & Categorization Pseudo execution File Hash
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